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INTRODUCTION

This document covers the instructions relatingeteerving an iKey after receiving a new
certificate. It is assumed that you already haeeGHP Utilities software installed. This is
covered in the document “STEO Install Guide — iKey”

2 WHATISMY PASSWORD?

It is easy to get confused about which passwobeiisg asked for during the renewal
process, therefore the following information is\pded here to explain the difference.

2.1

2.2

2.3

3

3.1

3.2

PASSPHRASEYour passphrase is specific to your iKey. All iKeyre initially
distributed with a default password of PASSWORDsécaensitive). You can change
your iKey passphrase any time you wish via the QliRties application. You are the
only one who is able to change this passphrageulforget your passphrase you will
need to call Digital Identity on 09 373 3703. Thex\Bces Team at the Ministry of
Education Tertiary Helpline will not be able to geate you a new passphrase.

CERTIFICATE PASSWORD: Your certificate passwordedd by Digital Identity

Ltd. It is specific to the information that bindswto your certificate. If you renewed
your certificate last year, you will have been rieegi to call Digital Identity to receive
your certificate password. Unless you have remeatbthis password, you will need to
call them again this time.

USERNAME/PASSWORD: please do not confuse eithehefabove with the
username/password SIA access you may have hadg@ 81T NSI previously. Your
passphrase should only ever be entered into a pdymxithat looks like this:

Pleaze type your pazsphrase 0K |
and presz the Enter key, ar =

click OF:
|

RECEIVING AND SAVING YOUR NEW CERTIFICATE

Your new certificate should have been sent to yoani email. If it has not please
contact Digital Identity Ltd. on 09 373 3703.

You should right click on your certificate in theail, and choose ‘Save As’. Choose a
place to save this certificate on your hard drind make sure you note this location
down.
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4 UPDATING AN IKEY

4.1 Before you begin to update your iKey with your nesvtificate, please make sure you
have your certificate password. You might rementbisrpassword from last year’s
renewal. If you have forgotten it please call Dagitdentity on 09 373 3703 and ask for
your Ministry of Education certificate passwoRlease note that only the person the
certificateisregistered to can request the password.

4.2 Insert the iKey into the USB port, and then stiaet CIP application. This is usually
found in the following start menu location:
Start -> Programs -> Digital Identity -> iKey 2080ftware

4.3 When the CIP application is started, the main wim@bould look similar to the one
below:

g CIP Utilities Datakey, Inc.
File Wew Options Help

G| x|@ 2|

E". R e
- {g] Certificate ( )
By Key ( - M5 Login)

----- % Slat 11 - Rainbow Technologies iKesvirtualReader 1 (Mok Logged In)
----- ‘% Slaot 12 - Rainbow Technologies iKeyYirkualReader 2 (Mot Logged In)
----- % Slot 13 - Rainbow Technologies iKeyYirkualReader 3 (Mok Logged In)
=] slot 14 - Winbond WESCR 0 (Mot Logged In)

4.4 Now you will have to initialise the iKey token duet it can be loaded with your new
certificate.

To do this, follow the instructions below.
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4.4.1 First right-click your mouse on the top item in trs¢ of “Slots” in the CIP window,
then select the “Initialize Token ...” menu item.

it CIP Utilities Datakey, Inc.

File Wiew Qptions Help

o x|@ 2w

Slot 10 - Rainbow Technologies iKey¥

Al Certificate ) Login ...
e % Key ( - M5 Login) hange PassPhrase ...

----- % Slat 11 - Rainbow Technologies ikKeyYirkualR Change Inactivity Timer ...
----- Wy Slot 12 - Rainbow Technologies ikKesyvirtualn EEIENE Rl v

----- % Slat 13 - Rainbow Technologies iKeyvirtualk  Teskt Taken ...

--§=] slot 14 - Winbond WESCR 0 (Mot Logged In- Import PECS#12 File ...

Library Yersion

Import Certificate from Syskem ...
Display k

4.4.2 Now click the “Continue Initialization” button.

WARNING! Token Initialization - Read carefully be 7| x|

— Taken

Serial Number: |

Token Label: |

—wWARNIMG!

Continuing will render the token unusable for creptoki operations,
ALL taken objects will be destroped except as noted below,

AL token keys and certifizates will be deleted from the token .

E=change keys created by external zources cannot be recreated by thiz
application.

The pazz phraze will be destraved and replaced with default inital pasz phraze.

Muote; OMLY the token senal number and label are retained.

Continue [nitialization LCancel
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4.4.3 Once this operation is completed a window shoufgkap like the one below.

Token initialization complete e P

Mew Pazz Phraze = PASSWORD
@ Warning! The new pazs phraze iz a default
walue and not secure.

Izer zhould change the pazs phraze to a
gecUre value.,

E mail thiz meszage and log file to Datakey Technical Support

4.5 After initialisation is complete you will have tmport the new key file.
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4.5.1 Right-click and select the “Import PKCS#12 File ménu item.

@ CIP Utilities

Eile Wiew

Cpkions

Datakey, Inc.

Help

i Slot 13 - Ra
A=) slot 14 - wi

Logouk
Zhange PassPhrase ...

Zhange Inactivity Timer ...

Initialize Token ...

ot Logged In)
ok Logged In)
it Logged In)

__-—-__

Import PECS#12 File ..

Import Certificate From System ...
Display. 3

4.5.2 You will first have to login to the iKey token. Tipassphrase should be PASSWORD
as you have just initialised the token. Note thatpassphrase is case sensitive.

Please tppe your pazsphraze
and press the Enter key, ar
chck OF:

4.5.3 Once logged in to the iKey token a file choosetagjawill appear. Use this to locate
the certificate you saved in 3.2. Once you haecatkxd the file, click on it and then
click the “Open” button.

PKCS#12 Import File

2%

Loak jr: IE Certs j Ao EF -

File name: |

Open I
j Cancel |

Files of type: | PKCS#12 Data Files [%p12 . pix)
v
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4.5.4 You will then get asked for the certificate passiviar unlock the file

(] Cancel |

455 After the password is entered a window askingtierdontainer name will be
displayed. It will initially display the unique I®r the certificate but it is best to
change this to your full name for convenience. Tomtainer name” is simply a
name for the certificate that is displayed when goter the CIP Utilities application
to make it easier to find the correct certificaievork with.

Select Container Name

Ok,

4.5.6 If a window appears with a warning that the Mirystf Education signing certificate
is not recognised just click the “Yes” button tontiaue.

4.5.7 After the import is successful this window will aggy.
CIP Utilities 3 el

N

Email thiz mezzage and log file bo Diatakey Technical Support

PK.CSH12 import successful

4.6 The new certificate is now installed on your ikeylaeady for use. At this stage you
will still not be able to log into STEO or NSI.

4.7 In order to log on to STEO and/or NSI, you will dee register your new certificate
through the NSI or STEO web sites. If you are noé $1ow to do this, please call the
Ministry of Education Tertiary Helpline on 0800 4399.
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